Establishing Proactive, Protective

Cybersecurity Strategies and
Ensuring CALEA Compliance
for Rural Carriers

TIME

9:00 AM

9:15 AM

January 25, 2016 / 9AM — 12PM
Hyatt Regency Pier Sixty-Six
Crystal Ballroom

Ft. Lauderdale, FL

Cybersecurity Monday

Workshop at the 2016 Wireless Symposium

AGENDA

Introduction / Welcome by Carri Bennet of Bennet & Bennet, PLLC

9:15 AM

9:50 AM

Cybersecurity Legislative Update by Tony Veach and Erin Fitzgerald
of Bennet & Bennet, PLLC

Recent Cybersecurity Legislation.

Cyber/Data Security Requirements Under Current
Law/Regulations.

What’s Ahead.

9:50 AM

10:30 AM

Cybersecurity Overview by CyberESI’s Andy Silberstein

Breaking the “Cyber Kill Chain.”

Industry Statistics.

NIST Framework.

Best Practices.

Overview of Today’s Cybersecurity Technology.

10:30 AM

10:40 AM

BREAK

10:40 AM

11:25 AM

CALEA Overview by Yaana’s Brody Bryant and Dave Grootwassink

Who is Impacted?

Best/Worst Case Scenarios.

CALEA’s Intersection with Cybersecurity.

What is Cyber Compliance?

Data Retention Issues and Timing.

Possible Forthcoming Encryption Issues.

Questions to ask a Prospective Trusted Third Party Vendor.

11:25 AM

11:45 AM

Telcom Insurance Group Update by Julie Gogel

Overview of the Financial Costs Associated with a Data Breach.
What Do Cyber Liability Insurance Policies Cover?

Which Amount of Coverage is Best and Why?

How to Perform a Cyber Risk Evaluation.

Cybersecurity Risk Management Tips.

11:45 AM

11:55 AM

Q&A

11:55 AM

12:00 PM

Closing/Wrap Up




